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Guidelines 
 

Click each link in the table below and follow the instructions on every 

website. You may need to sign up using an e-mail address or phone 

number to create an opt-out request. Some sites will require faxing 

documents or uploading an image of yourself to process the request. 

If you’ve had multiple names in the past, we recommend checking for 

prior names as well. It is possible that some of the websites below will 

not have your information and you can skip them.  

 

Every six-to-twelve months, we recommend rechecking the list of data 

broker websites to confirm that your information has not resurfaced. 

You may want to check more frequently if you move, have a new 

public record (such as a court judgment), or have children. For those 

in public safety positions, checking these websites after critical 

incidents can help protect your information from leaking to the press or 

unwanted hands.  

 

Please note, it is an ongoing process to collect and gather every data 

broker website we can find. We are not responsible for websites that 

change their opt-out process, or change their opt-out URL after the 

creation date of this document.  
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General Disclosure 
 
 

By using this document, you understand that VegasBlueAlliance is not 

liable for any issues that arise when attempting to opt-out of websites. 

We provide this document for free to law enforcement employees and 

their families as an educational tool to remove sensitive information 

from public data mining sites. VegasBlueAlliance or staff are not 

responsible for any issues that occur with websites listed below. By 

using this document, you acknowledge this disclosure and absolve 

VegasBlueAlliance from liability. The websites and opt-out links have 

been vetted as thoroughly as possible and do not contain viruses or 

malicious material.  
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Synopsis 
 

As a law enforcement professional, protecting your personal privacy is 

critical—not just for your own safety, but also for the safety of your 

family and the integrity of your work. In an age of increasing digital 

exposure and data collection, information that once remained private 

is now readily accessible through public records, online databases, 

and social media platforms. This Privacy Opt-Out Manual is designed 

to provide step-by-step guidance for officers seeking to reduce their 

digital footprint, remove personal data from public sources, and take 

control of their online presence. Whether you're a patrol officer, 

detective, or command staff, the tools and procedures in this manual 

will help you better shield yourself from potential threats, unwanted 

attention, and identity misuse. 

The need for privacy in law enforcement is greater than ever. Officers 

are increasingly being targeted for harassment, doxing, identity theft, 

and even physical threats based on information that can be easily 

found online. Your home address, phone number, relatives' names, 

and even your vehicle records can often be located with just a few 

clicks. This manual will help you minimize that exposure by walking 

you through opt-out procedures across dozens of data broker sites, 

social platforms, and state-run public records systems. 

Beyond personal safety, maintaining privacy can also help reduce 

operational risks. Criminal suspects, hostile individuals, or activist 

groups may attempt to use personal information to intimidate, 

manipulate, or discredit officers and departments. In high-profile cases 

or contentious environments, even routine actions can lead to 

outsized scrutiny—making it even more important to proactively limit 

what information is available about you online. 
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Whether you're a patrol officer, detective, investigator, or part of 

command staff, this manual provides actionable steps to protect 

yourself and your loved ones. It also includes tips on maintaining long-

term privacy habits, securing digital accounts, and understanding the 

legal rights you may have to request data removal. 

Taking the time to follow this guide is an investment in your security, 

your career, and your peace of mind. 
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Part 1: General Privacy Principles 

Use Alternate Contact Information 

● Use a PO box or your law enforcement agency address instead of your 

home address for licenses, vehicle registration, and memberships. 

 
● Get a separate phone number (e.g., Google Voice or a secondary SIM). 

 

Lock Down Social Media 

● Set all profiles to private. 

 

● Use aliases or middle names where possible. 

 

● Never post your location in real-time.  

 

 

Strong Password Hygiene 

● Use unique passwords for every account. 

 

● Enable two-factor authentication. 

 

● Use a trusted password manager (e.g., Bitwarden, 1Password). 
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                 Part 2: Opting Out of Data Broker Sites 

                                     What Are Data Brokers? 

These are companies that collect and sell personal data, including home 

addresses, phone numbers, and relatives' names. Examples include 

Whitepages, Spokeo, and Intelius.  

 

 

How to Opt Out 

● Search for yourself using your full name and location. 

 

● Note any variations (middle name, former addresses). 

 

● Use each site’s opt-out form. Most require ID verification. 

 

● Use a redacted ID copy (address blocked out) when necessary. 
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Listed in no particular order. The average time to complete each one is approximately two 

minutes.  

 

Website Link Important Notes 

People 
Connect/Intelius 

https://suppression.p
eopleconnect.us/logi
n  

Same opt-out form 
used for several 
websites. 
 
Must e-mail  
privacy@peopleconne
ct.us to be removed 

Acxiom https://www.acxiom.c
om/optout/  

 

Zabasearch https://suppression.p
eopleconnect.us/logi
n  

Uses the same 
People Connect 
interface as Intelius. 

Spokeo https://www.spokeo.c
om/optout  

Must look on the 
Spokeo website and 
obtain the URL of 
where your info is 
posted before 
submitting an opt-out 
request.  

Beenverified https://www.beenveri
fied.com/app/optout/
search  

 

PeekYou   
 
 
 

Opt out form link is 
broken at this time 

https://suppression.peopleconnect.us/login
https://suppression.peopleconnect.us/login
https://suppression.peopleconnect.us/login
mailto:privacy@peopleconnect.us
mailto:privacy@peopleconnect.us
https://www.acxiom.com/optout/
https://www.acxiom.com/optout/
https://suppression.peopleconnect.us/login
https://suppression.peopleconnect.us/login
https://suppression.peopleconnect.us/login
https://www.spokeo.com/optout
https://www.spokeo.com/optout
https://www.beenverified.com/app/optout/search
https://www.beenverified.com/app/optout/search
https://www.beenverified.com/app/optout/search
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White Pages https://www.whitepag
es.com/suppression-
requests  

Challenging process 
to remove. May 
require calling 1-800-
916-7806 for further 
assistance.  
 
 
 

Advanced 
Background Checks 

https://www.advance
dbackgroundchecks.
com/removal  

 
 
 
 

Ancestry (If you made 
an Ancestry account) 

http://ancestry.com/s
ecure/account/delete  

Must sign in and 
follow instructions.  

PeopleFinders https://www.peoplefi
nders.com/opt-out  

 

USA People Search https://www.usa-
people-
search.com/removal 

Updated link 

DOB Search https://www.dobsear
ch.com/  

Search your name, 
when you find your 
listing, click “manage 
listing” on bottom 
right, then follow 
instructions. 

Radaris  https://radaris.com/c
ontrol-privacy 

 

Fast People Search https://www.fastpeop
lesearch.com/optout 

 
 
 
 
 

https://www.whitepages.com/suppression-requests
https://www.whitepages.com/suppression-requests
https://www.whitepages.com/suppression-requests
https://www.advancedbackgroundchecks.com/removal
https://www.advancedbackgroundchecks.com/removal
https://www.advancedbackgroundchecks.com/removal
http://ancestry.com/secure/account/delete
http://ancestry.com/secure/account/delete
https://www.peoplefinders.com/opt-out
https://www.peoplefinders.com/opt-out
https://www.usa-people-search.com/removal
https://www.usa-people-search.com/removal
https://www.usa-people-search.com/removal
https://www.dobsearch.com/
https://www.dobsearch.com/
https://radaris.com/control-privacy
https://radaris.com/control-privacy
https://www.fastpeoplesearch.com/optout
https://www.fastpeoplesearch.com/optout
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Voter Records https://voterrecords.c
om/contact  
 
 
 
 

1. Look up your 
name 

2.  Click view 
details 

3. Scroll to bottom 
of the page and 
click “record opt 
out” 

May need to use 
contact form if options 
above are not 
showing.  

NV Secretary of State 
Voter Record  

https://www.nvsos.go
v/sos/elections/voter
s/request-to-
withhold-address-
telephone-number-
from-the-public  

Able to withhold 
address and 
telephone number. 

Clark County, NV 
Voting Record 
Removal Form  

https://www.clarkcou
ntynv.gov/governme
nt/departments/electi
ons/voter-services  

Must login and then 
hit the “voter services” 
menu and click “make 
my addresses and 
phone numbers 
confidential”. Send to 
ELINFO@ClarkCountyNV.g
ov  

L2 (Voter Details) List  https://www.l2-
data.com/optout1-
667457/  

 

Arrest Facts 
 
 
 
 

https://arrestfacts.co
m/  

1. Search for your 
name/record 

2. Click “view 
more” 

3. Click 

https://voterrecords.com/contact
https://voterrecords.com/contact
https://www.nvsos.gov/sos/elections/voters/request-to-withhold-address-telephone-number-from-the-public
https://www.nvsos.gov/sos/elections/voters/request-to-withhold-address-telephone-number-from-the-public
https://www.nvsos.gov/sos/elections/voters/request-to-withhold-address-telephone-number-from-the-public
https://www.nvsos.gov/sos/elections/voters/request-to-withhold-address-telephone-number-from-the-public
https://www.nvsos.gov/sos/elections/voters/request-to-withhold-address-telephone-number-from-the-public
https://www.nvsos.gov/sos/elections/voters/request-to-withhold-address-telephone-number-from-the-public
https://www.clarkcountynv.gov/government/departments/elections/voter-services
https://www.clarkcountynv.gov/government/departments/elections/voter-services
https://www.clarkcountynv.gov/government/departments/elections/voter-services
https://www.clarkcountynv.gov/government/departments/elections/voter-services
mailto:ELINFO@ClarkCountyNV.gov
mailto:ELINFO@ClarkCountyNV.gov
https://www.l2-data.com/optout1-667457/
https://www.l2-data.com/optout1-667457/
https://www.l2-data.com/optout1-667457/
https://arrestfacts.com/
https://arrestfacts.com/
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“information 
control” 

4. Fill in your info, 
complete 
CAPTCHA, hit 
submit.  

People Whiz  https://www.peoplew
hiz.com/  

1. Search for your 
record with 
name 

2. Click “that’s me” 
3. Enter email 

address and 
click next 

4. Check your 
email inbox and 
click “confirm opt 
out”.  

GoLookUp LINK INVALID  LINK INVALID AT 
THIS TIME 

HomeMetry 
 
(To safeguard 
address/property) 
 

https://homemetry.co
m/control/privacy  

1. Look up address 
2. Click 

“information 
control” 

3. Select data you 
wish to remove 

4. Enter info, solve 

https://www.peoplewhiz.com/
https://www.peoplewhiz.com/
https://homemetry.com/control/privacy
https://homemetry.com/control/privacy
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CAPTCHA, and 
hit “apply”.  

Innovis https://www.optoutpr
escreen.com/  

 

Nevada Records 
Page  

https://recordspage.o
rg/opt-out/  

 

The Public Index https://thepublicindex
.org/optout  

Email to 
privacy@thepublicind
ex.org  with your 
name, city, state, and 
any other information 
you would like to have 
removed. 

Zoom Info  https://privacyreques
t.zoominfo.com/remo
ve/verify  

 

U.S. Phone Book https://www.usphone
book.com/opt-out  

 

True People Search https://www.truepeop
lesearch.com/remov
al  

 

True Caller  https://www.truecalle
r.com/unlisting  

 

That’s Them  https://thatsthem.co
m/optout  

Must go to  
https://thatsthem.com/ 
to search your name 
first. Once you locate 
the URL of the page 
with your info, you can 
copy and paste it to 

https://www.optoutprescreen.com/
https://www.optoutprescreen.com/
https://recordspage.org/opt-out/
https://recordspage.org/opt-out/
https://thepublicindex.org/optout
https://thepublicindex.org/optout
mailto:privacy@thepublicindex.org
mailto:privacy@thepublicindex.org
https://privacyrequest.zoominfo.com/remove/verify
https://privacyrequest.zoominfo.com/remove/verify
https://privacyrequest.zoominfo.com/remove/verify
https://www.usphonebook.com/opt-out
https://www.usphonebook.com/opt-out
https://www.truepeoplesearch.com/removal
https://www.truepeoplesearch.com/removal
https://www.truepeoplesearch.com/removal
https://www.truecaller.com/unlisting
https://www.truecaller.com/unlisting
https://thatsthem.com/optout
https://thatsthem.com/optout
https://thatsthem.com/
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use in the opt out form 
link.  

Cyber Background 
Checks  

https://www.cyberba
ckgroundchecks.com
/ccparemoval  

Says California only 
but legally, must fulfill 
in Nevada. 

Background 
Check.Run 

https://backgroundch
eck.run/ng/control/pri
vacy  

Search for your name, 
then open the correct 
listing with your info. 
Click on “control this 
profile” to start the 
process.  

Equifax https://www.equifax.c
om/personal/my-
privacy/  

May impact credit 
reporting abilities. 

Persopo https://persopo.com/
opt-out.html  

Can call 800-481-
9168,  

Deep Sync https://privacy.deeps
ync.com/  
 

 

Adstra https://privacyportal.
onetrust.com/webfor
m/3d2d5e0c-bd98-
46b8-906c-
ede68a6f6a80/f54a1
b10-bb5d-4c99-
9521-3e08dc527583  

 

All Web Leads https://dnc.allweblea
ds.com/Unsubscribe  

 

All Area Codes https://www.allareac
odes.com/remove_n
ame.htm  

 

https://www.cyberbackgroundchecks.com/ccparemoval
https://www.cyberbackgroundchecks.com/ccparemoval
https://www.cyberbackgroundchecks.com/ccparemoval
https://backgroundcheck.run/ng/control/privacy
https://backgroundcheck.run/ng/control/privacy
https://backgroundcheck.run/ng/control/privacy
https://www.equifax.com/personal/my-privacy/
https://www.equifax.com/personal/my-privacy/
https://www.equifax.com/personal/my-privacy/
https://persopo.com/opt-out.html
https://persopo.com/opt-out.html
https://privacy.deepsync.com/
https://privacy.deepsync.com/
https://privacyportal.onetrust.com/webform/3d2d5e0c-bd98-46b8-906c-ede68a6f6a80/f54a1b10-bb5d-4c99-9521-3e08dc527583
https://privacyportal.onetrust.com/webform/3d2d5e0c-bd98-46b8-906c-ede68a6f6a80/f54a1b10-bb5d-4c99-9521-3e08dc527583
https://privacyportal.onetrust.com/webform/3d2d5e0c-bd98-46b8-906c-ede68a6f6a80/f54a1b10-bb5d-4c99-9521-3e08dc527583
https://privacyportal.onetrust.com/webform/3d2d5e0c-bd98-46b8-906c-ede68a6f6a80/f54a1b10-bb5d-4c99-9521-3e08dc527583
https://privacyportal.onetrust.com/webform/3d2d5e0c-bd98-46b8-906c-ede68a6f6a80/f54a1b10-bb5d-4c99-9521-3e08dc527583
https://privacyportal.onetrust.com/webform/3d2d5e0c-bd98-46b8-906c-ede68a6f6a80/f54a1b10-bb5d-4c99-9521-3e08dc527583
https://privacyportal.onetrust.com/webform/3d2d5e0c-bd98-46b8-906c-ede68a6f6a80/f54a1b10-bb5d-4c99-9521-3e08dc527583
https://dnc.allwebleads.com/Unsubscribe
https://dnc.allwebleads.com/Unsubscribe
https://www.allareacodes.com/remove_name.htm
https://www.allareacodes.com/remove_name.htm
https://www.allareacodes.com/remove_name.htm
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Analytics IQ https://privacyportal.
onetrust.com/webfor
m/f6a59500-f900-
4652-b030-
0cd51afe15a5/87ca0
7e4-e06c-4ad8-
9aa6-ccbbaa8750c1  

 

Criminal Pages http://members.crimi
nalpages.com/custo
mer/opt-out  

 

Info Tracer https://infotracer.com
/optout/  

 
 
 

Voteref EMAIL Must e-mail  
info@voterreferencefo
undation.com to 
remove your info. 
Include your personal 
details.  

 

 

 

 

 

https://privacyportal.onetrust.com/webform/f6a59500-f900-4652-b030-0cd51afe15a5/87ca07e4-e06c-4ad8-9aa6-ccbbaa8750c1
https://privacyportal.onetrust.com/webform/f6a59500-f900-4652-b030-0cd51afe15a5/87ca07e4-e06c-4ad8-9aa6-ccbbaa8750c1
https://privacyportal.onetrust.com/webform/f6a59500-f900-4652-b030-0cd51afe15a5/87ca07e4-e06c-4ad8-9aa6-ccbbaa8750c1
https://privacyportal.onetrust.com/webform/f6a59500-f900-4652-b030-0cd51afe15a5/87ca07e4-e06c-4ad8-9aa6-ccbbaa8750c1
https://privacyportal.onetrust.com/webform/f6a59500-f900-4652-b030-0cd51afe15a5/87ca07e4-e06c-4ad8-9aa6-ccbbaa8750c1
https://privacyportal.onetrust.com/webform/f6a59500-f900-4652-b030-0cd51afe15a5/87ca07e4-e06c-4ad8-9aa6-ccbbaa8750c1
https://privacyportal.onetrust.com/webform/f6a59500-f900-4652-b030-0cd51afe15a5/87ca07e4-e06c-4ad8-9aa6-ccbbaa8750c1
http://members.criminalpages.com/customer/opt-out
http://members.criminalpages.com/customer/opt-out
http://members.criminalpages.com/customer/opt-out
https://infotracer.com/optout/
https://infotracer.com/optout/
mailto:info@voterreferencefoundation.com
mailto:info@voterreferencefoundation.com
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Part 3: Google and Search Engines 
 

 

Remove Yourself from Google Search 

● Go to: Google Content Removal Tool 

 

● Request the removal of: 

 

○ Doxxing content (home address, phone number). 

 

○ Outdated or inaccurate results. 

 

Suppress Personal Info in Google Maps 

https://support.google.com/websearch/contact/content_removal_form?hl=en
https://support.google.com/websearch/contact/content_removal_form?hl=en
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● If your home appears in Street View: 

 

○ Go to Google Maps, find your home. 

 

○ Click "Report a problem" and request blurring. 

 

 

 

 

 

 

Part 4: DMV & Voter Records 

Driver Privacy Protection Act (DPPA) 

● Contact your state DMV and request address privacy if you're in law 

enforcement. For Nevada peace officers and support staff please use 

this form: https://dmv.nv.gov/pdfforms/dmv007.pdf.  

 

Voter Registration 

● In some states, officers can request to make their voter registration 

info confidential. In Nevada, the form is located here (but it requires a 

court order): 

https://www.nvsos.gov/sos/home/showpublisheddocument?id=8886   

 

https://dmv.nv.gov/pdfforms/dmv007.pdf
https://www.nvsos.gov/sos/home/showpublisheddocument?id=8886
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Part 5: Real Estate Records 

Protecting Your Home Address 

● Consider creating a trust or LLC to purchase property under a name 

that doesn’t trace back to you. 

 

● Ask your county clerk about suppressing deed/address records if 

allowed. 
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Part 6: Alerts and Monitoring 

Set Up Google Alerts 

● Go to Google Alerts and create alerts for: 

 

○ Your full name 

 

○ Your address 

 

○ Any aliases 

 

Monitor Data Breaches 
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● Use services like HaveIBeenPwned.com to check for compromised 

emails. 

 

● Consider credit monitoring (especially if your SSN has been leaked). 

 

 

 

 

 

 

 

 

Final Tips 

● Repeat opt-outs every 6–12 months—many sites repopulate data. 

 

● Be consistent with your online identity. Use the same alias across 

platforms. 

 

● Be cautious about third-party apps and online quizzes—they harvest 

data.  

● If anything looks suspicious, stick to your guts and avoid it.  
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